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Abstract 
Technologies exploiting phenomena specific to quantum physics are gaining more and more attention. Bold claims 
are made for their potential, some realistic, others less so. Risks are also perceived, for both information security 
and physical security, while concern not to miss opportunities is ever present. Major investments are being made, 
both public and private, and the EU has one of the leading quantum technology initiatives worldwide, in size, 
breadth and quality.
This report analyses the public and private investment, the scientific and technology progress, and the standardi-
sation maturity of the different quantum technology areas. By raising policy questions, the final aim of the report 
is to stimulate a debate about the structure and characteristics of EU support for quantum technology, to help to 
discern the best way forward.





7 8

For applications in defence and security, quantum has the potential to provide unique performance gains in position, 
navigation and timing; secure communications and advanced computing. It is therefore necessary as a matter of de-
fence and security policy to maintain sufficient strength in these areas, to develop an EU supply chain and production 
capabilities and to impose export controls where appropriate.
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1 Introduction
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•	 The need for a separate authentication step to be made, for example with post-quantum algorithms, which under-
mines the claim of unique advantage for the quantum-based solution. The rebuttal is that, in QKD, breaking the 
security of the authentication exchange after it has taken place does not allow an attacker access to the key, so 
that he would have only a very brief opportunity to conduct his attack.

•	 The fact that the practical security level is hard to quantify, since it depends on non-ideal hardware and imple-
mentation. The debate centres on whether this situation is really any worse for QKD than for classical solutions.

•	 The still long roadmap for standardisation and certification of QKD devices, and their subsequent regulation, see 
Chapter 4.

•	 The integration with existing telecom networks in not immediate, so that QKD cannot be considered a plug-in 
solution but requires specific adaptations. There is no dispute about this point; QKD advocates point to use cases 
where it is justified and feasible. Deployed optical networks can host quantum transmissions on a separate band 
of the same fibres or on a different fibre and can accommodate technical solutions enabling the quantum signal 
to bypass the intermediate amplifiers.

•	 The need for specialised, high-cost hardware especially when scaling in large networks. However, scale economy 
and technological advancements can help overcome this cost barrier in future. A solution may be provided by 
the replacement of bulky products with photonic integrated QKD chip platforms in future. The field of integrated 
photonics has rapidly progressed in recent years approaching millimetre-scale footprints with multi-photon state 
generation, and integrated photonics may enable miniaturised, low-cost QKD solutions19, see also [23], [24].

Despite these issues, China and more recently the EU have been investing in QKD. China deployed a large-scale 
integrated space-to-ground quantum communication network [25], [26], [27], [28]. Similarly, the EU supports both 
fibre-based and satellite-based QKD in the European Quantum Communication Infrastructure (EuroQCI, see Section 
2.3).

In the USA, there is currently no national-scale QKD infrastructure project [29]. After earlier deployments in 2005-
2010, several research projects and some deployments are ongoing. Stony Brook University, in cooperation with 
Brookhaven National Laboratory, deployed a 250 km network for quantum communication and quantum internet 
testing, distributing entangled photons between Long Island and Manhattan20. The network is being extended to 
reach the Bronx and Brooklyn and is co-funded by venture capital and public funds through the Long Island Invest-
ment Fund. Recent results and progress in performance have been published [30].

Quantum-based cyber hacking requires fault-tolerant quantum computing, which as previously shown is still many 
years away. However, as clarified especially in [31], the need to address this risk is urgent because of the time 
required for security upgrades in the existing infrastructure and the time interval for which data needs to 
remain confidential, given the possibility of “store now, decrypt later” attacks. In 2016 the US National Institute of 
Standards and Technology (NIST) initiated a process to develop and standardise public-key cryptographic algorithms 
able to protect sensitive information in widespread real-world use cases well into the foreseeable future, including 
against quantum computing attacks. These are known as quantum-safe or, more cautiously, quantum-resistant 
algorithms and the field is termed post-quantum cryptography (PQC). A first set of standards21 has recently been 
released. The main approaches are lattice-based, hash-based and linear-code-based systems. Lattice-based sys-
tems have so far tended to be favoured in the NIST competition, but one of the two recently issued standards for 
digital signature is hash-based. Problems to be overcome in integrating quantum-resistant algorithms include large 
key size and high processing requirements. Although considerable progress has been made, introduction of PQC may 
require substantial hardware investments for organisations using it at scale; it seems that the transition to PQC will 

19	 ID Quantique, “Photonic	Chip-based QKD achieves higher transmission speeds,” available at: https://www.idquantique.com/photonic-
chip-based-qkd-achieves-higher-transmission-speeds/# :~:text=In%20a%20research%20project%20led,priority%20in%20
their%20national%20strategy

20	 See the website of Figueroa research group at Stony Brook university, available at: https://www.stonybrook.edu/commcms/physics/
figueroa-research-group/news

21	 NIST, “Post-Quantum Cryptography” webpage at: https://csrc.nist.gov/projects/post-quantum-cryptography

simulations and linear equation solving, hence machine learning. The real impact of the theoretically attainable ad-
vantage will be determined in practice by the size and speed of available hardware. Moreover, it must be emphasised 
that only for mathematically very hard problems do those algorithms reasonably deliver an advantage over classical 
machines, GPUs and parallel computing, which also are advancing rapidly. For example, shallow algorithms can be 
efficiently simulated with rapidly progressing techniques, based for instance on tensor networks. Progress with other 
computational approaches can erode the areas where quantum computing can be useful: to give an example, protein 
folding was considered a typical use case, but artificial intelligence (AI) seems to have provided a boost with respect 
to previous state of the art [18]. Therefore, it is very hard to predict when, or even if, quantum computers will prove 
useful in solving real world problems, and it is possible that they will have a significant importance only for a limited 
number of specialised tasks. There is ample debate in the community with no clear-cut conclusions available.

To conclude on a more optimistic note, it must be acknowledged that quantum computing has sparked healthy 
competition between classical and quantum algorithms and their simulation. Several shallow algorithms can 
be efficiently simulated using tensor networks, a classical method that can efficiently simulate a large number of 
qubits, with known error. In parallel, we witness substantial progress in the so-called quantum inspired algo-
rithms that can be run on classical computers with clear advantage. These areas of research will beyond doubt 
allow for progress in many applications in the short term. Apart from mathematics and algorithms, it is also beyond 
doubt that quantum computing research has sparked many innovations in the technology platforms being investi-
gated and the associated enabling technologies.

1.1.2 Quantum communications

The invention of Shor’s algorithm [12] in 1994 made it clear that quantum computing represents a major risk for 
communications security: public-key cryptographic algorithms of widespread use for authentication and encryption, 
such as RSA (Rivest–Shamir–Adleman) and ECC (Elliptic Curve Cryptography) and key exchange, such as DH (Dif-
fie-Hellman) and ECC-DH would be impacted beyond salvaging. However, it has long been known that leveraging 
quantum physics principles allows one to establish whether or not an interception attempt is going on during a sym-
metric encryption-key exchange, via a technique called quantum key distribution (QKD). QKD is a key agreement 
scheme which in principle can solve the encryption preliminary step of providing two legitimate players a private 
key secure against any possible attack, also by a quantum computer. This technique, first proposed in 1984 and 
experimentally demonstrated in 1991, has reached market maturity and is currently being sold by different firms 
with different protocols and implementations. However, several National Security Agencies (e.g. US National Security 
Agency15, Agence nationale de la sécurité des systèmes d’information16, Bundesamt für Sicherheit in der Informa-
tionstechnik17, as well as others in UK, NL, SE) have highlighted the open issues still affecting QKD. One national 
intelligence service, in the Republic of Korea, has approved a QKD system. Rebuttals have been given by the QKD 
scientific community [19], [20], including to the Commission in the early discussions for the European Quantum Com-
munication Infrastructure (EuroQCI) [21] and to the EU standardisation bodies18 but sceptical views persist, see [22]. 
Here we mention in particular:

•	 The range limitation. Currently, this can only be overcome by recovering the key in classical form and retransmitting 
it at “trusted nodes”, which have to be physically secured and kept under surveillance to prevent an adversary 
obtaining the key, with related risks of security breaches. Meanwhile, new QKD protocols, quantum repeaters and 
satellite-based links are being explored as solutions, with the question of their long-term performance being still 
open.

15	 National Security Agency, “Quantum Key Distribution (QKD) and Quantum Cryptography (QC)” webpage, available at: https://www.nsa.
gov/Cybersecurity/Quantum-Key-Distribution-QKD-and-Quantum-Cryptography-QC/

16	 ANSSI – Technical Position Paper: QKD v2.1, “Should Quantum Key Distribution be Used for Secure Communications?,”available at: 
https://cyber.gouv.fr/en/publications/should-quantum-key-distribution-be-used-secure-communications

17	 “Position Paper on Quantum Key Distribution,” available at: https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/
Quantum_Positionspapier.pdf? blob=publicationFile&v=4

18	 CEN-CENELEC Joint Technical Committee 22 Quantum Technologies, ”QKD and PQC - An analysis and comparison of both technologies”, 
to be published

https://www.idquantique.com/photonic-chip-based-qkd-achieves-higher-transmission-speeds/#:~:text=In%
https://www.idquantique.com/photonic-chip-based-qkd-achieves-higher-transmission-speeds/#:~:text=In%
https://www.idquantique.com/photonic-chip-based-qkd-achieves-higher-transmission-speeds/#:~:text=In%
https://www.stonybrook.edu/commcms/physics/figueroa-research-group/news
https://www.stonybrook.edu/commcms/physics/figueroa-research-group/news
https://csrc.nist.gov/projects/post-quantum-cryptography
https://www.nsa.gov/Cybersecurity/Quantum-Key-Distribution-QKD-and-Quantum-Cryptography-QC/
https://www.nsa.gov/Cybersecurity/Quantum-Key-Distribution-QKD-and-Quantum-Cryptography-QC/
https://cyber.gouv.fr/en/publications/should-quantum-key-distribution-be-used-secure-communications
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Quantum_Positionspapier.pdf?__blob=publicationFile&v=4
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Quantum_Positionspapier.pdf?__blob=publicationFile&v=4
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2 EU Programmes financing 
quantum technology
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The EIC pilot phase was launched in 2018, incorporating existing instruments under the Horizon 2020 programme, 
in particular the SME instrument and Future & Emerging Technology (FET) programme. The FET programme focused 
on developing groundbreaking new technologies by exploring novel and high-risk ideas building on scientific founda-
tions. Initially, the EIC provided grants under the 2018- 2020 Horizon 2020 programme, specifically under the call 
for Industrial Leadership - Innovation in SMEs. Since 2021, the EIC has financed three main project categories, under 
Horizon Europe: Pathfinder, Transition, and Accelerator. Pathfinder projects support the early development of break-
through technologies up to proof of concept (TRL 1-4) with grants of up to EUR 4 million. Transition projects validate 
and demonstrate the application of technology in a relevant environment, developing business and market readiness 
(TRL 5-6) with grants of up to EUR 2.5 million. Accelerator projects support the scale-up and commercialisation of 
innovative projects (TRL 6-8) to be completed within 24 months, with grant contribution of up to EUR 2.5 million. 
In addition to the grant, the EIC Accelerator can provide an equity investment through the EIC Fund,64 from EUR 0.5 
million to EUR 10 million.

The Pathfinder projects are typically Horizon projects, focusing on research and led by consortia of universities and 
research institutions with limited company participation. The EIC Transition and Accelerator projects (as well as those 
that were funded by EIC under the Horizon 2020 programme) are conceived as a different type of European projects. 
These projects are usually awarded to a single entity, such as a startup or SME, with the primary objective of provid-
ing financial support to young and innovative companies for developing technologies up to commercial applications.

The EIC has a dedicated internal programme for quantum with a manager experienced in the sector. Its importance 
has also been highlighted by the horizon scanning exercise, conducted by EIC in collaboration with the JRC last year 
[38]. According to our analysis (see Section 3.1), between 2014 and 2024, more than 100 projects were funded on 
quantum technologies, including those funded through the FET initiative, allocating approximately EUR 300 million 
in EU funds. While the number of projects is high, each received only a few million euros. However, achieving the 
scheme’s ambitious goals with low project budgets and short timeframes appears to be challenging. It can be over- 
optimistic, or even completely unrealistic, to hope to bring a new quantum application from low to high technology 
readiness in a few years on just a few million euros funding. An example is the Prometheus project65 (2020-2022), 
in which the Finnish startup IQM received EUR 2.5 million for a two-year project with the stated aim that it would 
lead to a 1000 qubit machine in 5 years. Their current largest commercial quantum computer offers 150 high fidelity 
qubits, and that is good by industry standards. More achievable scientific and business goals could be set, without 
compromising the primary purpose of the EIC funding, i.e. fostering the growth of the quantum SME sector through 
publicly funded capital investment.

Recently, the EIC announced the 40 start-ups that secured EIC support in the latest round of the EIC Accelerator.66 
They include quantum technology companies such as: Groove Quantum (Netherlands); Q* BIRD (Netherlands); and 
Quantum Dice Limited (UK). In addition, the EIC also operates the STEP Scale Up scheme, part of the Strategic Tech-
nologies for Europe Platform (STEP). This scheme, managed by the EIC Fund, provides financial support in the form of 
investments to startups, small and medium-sized enterprises (SMEs), and small mid-caps, with funding ranging from 
EUR 10 million to EUR 30 million. The focus is on Europe’s strategic technology sectors, including quantum technolo-
gies. In April 202567 and June 202568 the Commission announced the first and second groups of companies that have 
successfully passed the evaluation phase of the STEP Scale Up call. Those companies include the quantum technolo-
gy companies: Pasqal (France), IQM Finland (Finland), Multiverse Computing (Spain) and Classiq technologies (Israel).

64	 The EIC Fund is the Venture Capital investment arm of EIC; it is financed by the European Commission with the investment advice of the 
EIB: https://eic.ec.europa.eu/eic-fund_en

65	 CORDIS page of Prometheus project: https://cordis.europa.eu/project/id/959521

66	 See EiC news on 30 June 2025 https://eic.ec.europa.eu/news/health-space-40-start-ups-secure-eic-support-latest-round-eic-
accelerator-2025-06-30_en

67	 See EiC news on 3 April 2025 at: https://eic.ec.europa.eu/news/first-companies-put-forward-major-investments-under-eic-step-
scale-scheme-2025-04-03_en

68	 See EiC news on 12 June 2025 at: https://eic.ec.europa.eu/news/new-companies-put-forward-major-investments-under-eic-step-
scale-scheme-2025-06-12_en

erogenous integration of platforms, packaging), quantum applications introduce new technological obstacles such 
as the need for the components to operate at cryogenic temperatures, the need for integrated detectors at various 
wavelength ranges (e.g., for quantum sensing), novel types of substrates (e.g., diamond and 2D materials). A more 
detailed overview of the technological challenges for quantum integration is presented in Photonics21 position pa-
per59.

Points for debate

• Are the requirements of the photonics industry aligned with the requirements of the emerging quantum in-
dustry?

• Is the quantum community adequately represented in Photonics21?

2.7 European Association of National Metrology Institutes (EURAMET)

EURAMET60, the European Association of National Metrology Institutes, serves as a coordinating body for National 
Metrology Institutes (NMIs) and Designated Institutes (DIs) in Europe. Its primary objectives include facilitating the 
cooperation in metrology research, ensuring the traceability of measurements to the International System of Units 
(SI), and promoting international recognition of national measurement standards and related Calibration and Meas-
urement Capabilities (CMC). Within EURAMET, the European Metrology Network (EMN) for Quantum Technologies61 
coordinates European measurement science research in the field of quantum technologies.

EURAMET has launched several research projects under its European Metrology Research Programmes (EMRP and 
EMPIR), focusing on Quantum Metrology in three key areas: quantum clocks, quantum electronics, and quantum 
photonics. Since 2010, EURAMET has supported more than 30 projects in quantum technologies, with partial funding 
provided by the European Union through the Horizon 2020 and Horizon Europe frameworks.

Points for debate

• Quantum for metrology versus metrology for quantum: What is the correct balance between funding quan-
tum technology as a tool in metrology and funding metrology techniques for evaluating quantum devices?

2.8	 European Innovation Council (EIC)

The European Innovation Council (EIC)62 is an EU body for funding innovative companies, especially startups and 
small and medium-sized enterprises SMEs, through grants and investments. The EIC’s strategy and implementation 
are guided by the EIC Board, whose independent members are appointed from the world of innovation. The EIC’s ac-
tivities are managed by the European Innovation Council and SMEs Executive Agency (EISMEA)63, which is responsible 
for overseeing the Commission initiatives related to SMEs. EIC’s projects receive financial support from the European 
Union through the Horizon programmes, EIC being a key component of Horizon Europe’s Pillar III – Innovative Europe.

59	 Photonics21, “Quantum PIC position paper”, https://www.photonics21.org/2022/position-paper-on-quantum-pics-available-for-
download-now%21

60	 EURAMET website at: https://www.euramet.org/

61	 Webpage of the European Metrology Network for Quantum Technologies at: https://www.euramet.org/european-metrology-networks/
quantum-technologies

62	 EiC website at: https://eic.ec.europa.eu/about-european-innovation-council_en

63	 EISMEA website at. https://eismea.ec.europa.eu/index_en

https://eic.ec.europa.eu/eic-fund_en
https://cordis.europa.eu/project/id/959521
https://eic.ec.europa.eu/news/health-space-40-start-ups-secure-eic-support-latest-round-eic-accelerator-2025-06-30_en
https://eic.ec.europa.eu/news/health-space-40-start-ups-secure-eic-support-latest-round-eic-accelerator-2025-06-30_en
https://eic.ec.europa.eu/news/first-companies-put-forward-major-investments-under-eic-step-scale-scheme-2025-04-03_en
https://eic.ec.europa.eu/news/first-companies-put-forward-major-investments-under-eic-step-scale-scheme-2025-04-03_en
https://eic.ec.europa.eu/news/new-companies-put-forward-major-investments-under-eic-step-scale-scheme-2025-06-12_en
https://eic.ec.europa.eu/news/new-companies-put-forward-major-investments-under-eic-step-scale-scheme-2025-06-12_en
https://www.photonics21.org/2022/position-paper-on-quantum-pics-available-for-download-now%21
https://www.photonics21.org/2022/position-paper-on-quantum-pics-available-for-download-now%21
https://www.euramet.org/
https://www.euramet.org/european-metrology-networks/quantum-technologies
https://www.euramet.org/european-metrology-networks/quantum-technologies
https://eic.ec.europa.eu/about-european-innovation-council_en
https://eismea.ec.europa.eu/index_en
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and an additional project (Optimas77) was financed in the 2023 call, focusing on quantum sensing, quantum random 
number generation, and quantum communication.

In April 2025, the results of the 2024 call were published, which include several projects on quantum technologies. 
Those include three projects under the topic “Disruptive Technologies – Quantum”: ORQESTRAS78 focusing on PQC; 
Q-ARM79 on quantum-secure communication; and SQORPION80 on quantum sensors. Additionally, the call funded
QANCOMFIN81, to design classical and quantum algorithms, and NEUROQUAD82, which aims at combining neuro-
technology, AI, and quantum computing to enhance cognitive abilities. To date, the Commission has allocated more
than EUR 80 million to fund EDF projects on quantum technologies (see Section 3.1).83 Security and defence aspects
are discussed in detail in the Quantum Europe Strategy, which explains the context within broader EU defence and
security policy and cooperation with NATO. It plans that the Commission will develop a Quantum Sensing Space and
Defence Technology Roadmap by 2026 and contribute to the European Armament Technological Roadmap in 2025.
“Spin-in” initiatives will be launched for civil companies and academia to work on defence applications.

2.11	European Research Council (ERC) and Marie Skłodowska-Curie Actions (MSCA) 
fellowships

Beyond specific large-scale initiatives, the Commission is supporting quantum research, especially its foundational 
aspects, through funding schemes like ERC84 grants and MSCA85 fellowships, which are key components of the Hori-
zon Europe’s Pillar I – Excellent Science. Numerous projects related to all areas of quantum technologies, including 
some projects in PQC, have been financed under these programs, in particular in the field of quantum physics. The 
research in quantum science and its theoretical and experimental aspects is essential for promoting innovation, 
tackling the future technological advancements in the field and creating a highly-skilled workforce. Our analysis (see 
Section 3.1) reveals that between 2014 and 2024, the ERC funded over 200 projects relevant to quantum technol-
ogies, for about EUR 500 million. During the same period, MSCA funded about 300 projects, with a total investment 
of around EUR 150 million. This indicates that the EU is making significant investments in fundamental research 
related to quantum technologies.

2.12	European Cooperation in Science and Technology (COST) Actions

The European Cooperation in Science and Technology (COST)86 is an international non-profit entity joining together 
38 countries. It supports the creation of research networks, called COST Actions. These networks are a platform for 
collaboration among scientists across Europe and beyond.

77	 OPTIMAS factsheet, available at: https://defence-industry-space.ec.europa.eu/document/download/ffafa5ba-3412-482a-aa1f-
7a21fec7e7af_en?filename=EDF-2023-DA-C4ISR-LCOM%20OPTIMAS.pdf

78	 ORQESTRA factsheet, available at: https://defence-industry-space.ec.europa.eu/document/download/5a308169-efa7-498f-a090-
78fbb26e3adc_en?filename=FACTSHEET_EDF_2024_LS_RA_DIS_QUANT_STEP_101224573_ORQESTRA.pdf

79	 Q_ARM factsheet, available at:	 https://defence-industry-space.ec.europa.eu/document/download/c421855b-0df4-4a57-abd2-
4598a842ff80_en?filename=FACTSHEET_EDF_2024_LS_RA_DIS_QUANT_STEP_101224135_Q_ARM.pdf

80	 SQORPION factsheet, available at: https://defence-industry-space.ec.europa.eu/document/download/87e7f6e6-d61e-4291-a900-
bb28285f1bd4_en?filename=FACTSHEET_EDF_2024_LS_RA_DIS_QUANT_STEP_101224744_SQORPION.pdf

81	 QANCOMFIN factsheet available at: https://defence-industry-space.ec.europa.eu/document/download/c9b28e12-9ee5-4770-
9c8d-996be325ef3c_en?filename=FACTSHEET_EDF_2024_LS_RA_SMERO_NT_101224229_QANCOMFIN.pdf

82	 NEUROQUAD factsheet, available at: https://defence-industry-space.ec.europa.eu/document/download/08cc3dee-
a4a1-48de-80d4-cd97f122babe_en?filename=FACTSHEET_EDF_2024_LS_RA_DIS_NT_101224494_NEUROQUAD.pdf

83	 Note that the data in Section 3.1 does not include projects from the 2024 calls, as their funding was not allocated by 2024

84	 ERC website at: https://erc.europa.eu/homepage

85	 MSCA website at: https://marie-sklodowska-curie-actions.ec.europa.eu/actions/postdoctoral-fellowships

86	 COST website at: https://www.cost.eu/

The Quantum Europe Strategy points out that EIC funds incudes the Scaleup Europe Fund, to mobilise private funds 
and investment in strategic sectors such as quantum.

Points for debate

• The EIC has financed numerous projects, but each receives limited funding. Is this approach sufficient to fulfil
its ambitious goals, or would it be more effective to finance fewer projects with larger investments?

2.9	 European Investment Bank (EIB)

The European Investment Bank (EIB)69 has highlighted the importance of quantum technologies, acknowledging their 
potential to drive innovation and transform various sectors of the economy. To accelerate progress and maintain 
Europe’s competitiveness in the global quantum landscape, the EIB has emphasised the need for substantial invest-
ment. In this context, under the InvestEU programme, the EIB has launched a EUR 500 million thematic venture debt 
facility for key enabling technologies, including quantum technologies, providing investment up to EUR 50 million. 
In 2021, IQM Quantum Computers of Finland, a European leader in building quantum processors, has received EUR 
35 million from the EIB to accelerate the development of Europe’s first quantum-dedicated fabrication facilities in 
Espoo, Finland.70 However, the EIB has noted that the scope of this thematic venture debt facility is broad, encom-
passing several areas. As a result, there is the risk that quantum technologies may not receive the attention they 
require under this facility.71

2.10	European Defence Fund (EDF)

The EDF72 is an EU programme to support the development of defence capabilities and technologies in Europe. With 
a budget of EUR 7.9 billion for the period 2021-2027, the EDF provides funding for research and development pro-
jects, as well as capability development initiatives. The fund is managed by the European Commission in collabora-
tion with the European Defence Agency (EDA) and EU Member States. It provides financial assistance through grants 
that can cover up to 100% of eligible costs. Regarding quantum technologies, the EDF has identified them as a key 
area of interest due to their potential to significantly impact the defence and security sector. As a result, the EDF has 
financed several projects in this field. Under the Preparatory Action on Defence Research, the precursor programme to 
the EDF, the QuantaQuest project73 on Quantum Secure Communication and Navigation for Europe received EUR 1.5 
million in funding. In the 2021 call, three projects were found under the EDF (ADEQUADE74, Q-SiNG75, and SMiEQ76), 

69	 EIB website at: https://www.eib.org/en/

70	 See IQM quantum computing on EIB website at: https://www.eib.org/en/projects/all/20210429

71	 See European Investment Bank, “A quantum leap in finance – How to boost Europe’s quantum technology industry,” European Investment 
Bank, 2024, available at: https://www.eib.org/en/publications/20220112-a-quantum-leap-in-finance-executive-summary

72	 European Defence Fund website at: https://defence-industry-space.ec.europa.eu/eu-defence-industry/european-defence-fund-
edf-official-webpage-european-commission_en

73	 EDA news on “QuantaQuest project explores application of quantum technologies in defence,” 19 January 2024, available at: https://
eda.europa.eu/news-and-events/news/2024/01/19/quantaquest-project-explores-application-of-quantum-technologies-in-
defence

74	 ADEQUADE factsheet, available at: https://defence-industry-space.ec.europa.eu/system/files/2022-07/Factsheet_EDF21_
ADEQUADE.pdf

75	 Q-SING factsheet, available at: https://defence-industry-space.ec.europa.eu/document/download/e97930f9-db47-4d05-b6a8-
7ff639efef98_en?filename=Factsheet_EDF21_Q-SiNG.pdf&prefLang=nl

76	 SMiEQ factsheet, available at: https://defence-industry-space.ec.europa.eu/document/download/40839282-e025-4822-890a-
712a5d77681c_en?filename=Factsheet_EDF21_SMiEQ.pdf&prefLang=lt

https://defence-industry-space.ec.europa.eu/document/download/ffafa5ba-3412-482a-aa1f-7a21fec7e7af_en?filename=EDF-2023-DA-C4ISR-LCOM%20OPTIMAS.pdf
https://defence-industry-space.ec.europa.eu/document/download/ffafa5ba-3412-482a-aa1f-7a21fec7e7af_en?filename=EDF-2023-DA-C4ISR-LCOM%20OPTIMAS.pdf
https://defence-industry-space.ec.europa.eu/document/download/5a308169-efa7-498f-a090-
https://defence-industry-space.ec.europa.eu/document/download/5a308169-efa7-498f-a090-
https://defence-industry-space.ec.europa.eu/document/download/c421855b-0df4-4a57-abd2-4598a842ff80_en?filename=FACTSHEET_EDF_2024_LS_RA_DIS_QUANT_STEP_101224135_Q_ARM.pdf
https://defence-industry-space.ec.europa.eu/document/download/c421855b-0df4-4a57-abd2-4598a842ff80_en?filename=FACTSHEET_EDF_2024_LS_RA_DIS_QUANT_STEP_101224135_Q_ARM.pdf
https://defence-industry-space.ec.europa.eu/document/download/87e7f6e6-d61e-4291-a900-
https://defence-industry-space.ec.europa.eu/document/download/87e7f6e6-d61e-4291-a900-
https://defence-industry-space.ec.europa.eu/document/download/c9b28e12-9ee5-4770-9c8d-996be325ef3c_en?filename=FACTSHEET_EDF_2024_LS_RA_SMERO_NT_101224229_QANCOMFIN.pdf
https://defence-industry-space.ec.europa.eu/document/download/c9b28e12-9ee5-4770-9c8d-996be325ef3c_en?filename=FACTSHEET_EDF_2024_LS_RA_SMERO_NT_101224229_QANCOMFIN.pdf
https://defence-industry-space.ec.europa.eu/document/download/08cc3dee-a4a1-48de-80d4-cd97f122babe_en?filename=FACTSHEET_EDF_2024_LS_RA_DIS_NT_101224494_NEUROQUAD.pdf
https://defence-industry-space.ec.europa.eu/document/download/c9b28e12-9ee5-4770-9c8d-996be325ef3c_en?filename=FACTSHEET_EDF_2024_LS_RA_SMERO_NT_101224229_QANCOMFIN.pdf
https://erc.europa.eu/homepage
https://marie-sklodowska-curie-actions.ec.europa.eu/actions/postdoctoral-fellowships
https://www.cost.eu/
https://www.eib.org/en/
https://www.eib.org/en/projects/all/20210429
https://www.eib.org/en/publications/20220112-a-quantum-leap-in-finance-executive-summary
https://defence-industry-space.ec.europa.eu/eu-defence-industry/european-defence-fund-edf-official-webpage-european-commission_en
https://defence-industry-space.ec.europa.eu/eu-defence-industry/european-defence-fund-edf-official-webpage-european-commission_en
https://eda.europa.eu/news-and-events/news/2024/01/19/quantaquest-project-explores-application-of-quantum-technologies-in-defence
https://eda.europa.eu/news-and-events/news/2024/01/19/quantaquest-project-explores-application-of-quantum-technologies-in-defence
https://eda.europa.eu/news-and-events/news/2024/01/19/quantaquest-project-explores-application-of-quantum-technologies-in-defence
https://defence-industry-space.ec.europa.eu/system/files/2022-07/Factsheet_EDF21_ADEQUADE.pdf
https://defence-industry-space.ec.europa.eu/system/files/2022-07/Factsheet_EDF21_ADEQUADE.pdf
https://defence-industry-space.ec.europa.eu/document/download/e97930f9-db47-4d05-b6a8-7ff639efef98_en?filename=Factsheet_EDF21_Q-SiNG.pdf&prefLang=nl
https://defence-industry-space.ec.europa.eu/document/download/e97930f9-db47-4d05-b6a8-7ff639efef98_en?filename=Factsheet_EDF21_Q-SiNG.pdf&prefLang=nl
https://defence-industry-space.ec.europa.eu/document/download/40839282-e025-4822-890a-712a5d77681c_en?filename=Factsheet_EDF21_SMiEQ.pdf&prefLang=lt
https://defence-industry-space.ec.europa.eu/document/download/40839282-e025-4822-890a-712a5d77681c_en?filename=Factsheet_EDF21_SMiEQ.pdf&prefLang=lt
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Figure 7	 Quantum companies by incorporation date and location

Source: JRC elaboration based on Moody’s ORBIS data. 
Notes: RoW: Rest of the World.

45% of the quantum companies sampled are in Europe (EU, UK and Switzerland), 31% in the EU.

At global level firm creation peaked in 2018. In the EU the peak was reached 3 years later.

13% of EU companies are large or medium. This percentage reaches 29% in the US.

The pace of company creation slowed down after 2018 at global level, with an exception in the EU where the 
number of companies created per year actually increased until 2021 probably because the EU investment in 
the sector began slightly later. Notably, this slowdown could be due to the lack of clear commercial implementation, 
which drove down firm creation in favour of scaling-up. Indeed, venture capitalists, especially US based, showed an 
increasing preference for scale-up investments, with the share of early-stage Venture Capital (VC) value decreasing 
since 2017 (see Section 3.5.1).

Out of 441 quantum companies located worldwide, 141 (32%) are based in the EU,112 about one quarter are 
located in the US, and 5% of quantum companies are located in China (Table 2). Despite grouping a larger share, 
EU companies are younger and smaller than those in other jurisdictions such as China and US113. Notably, while only 
29% of US companies were founded after 2018, in the EU a significant 60% of companies (50% in the case of China) 
were established during this same period.

Concerning the size, the share of large and medium companies stands at 13% for the EU, while it increases 
to 29% for the US. The share of large companies is even higher for Chinese quantum firms (82%).

112	 In particular, in France, Germany, Netherlands, Spain, Finland and Italy.

113	 Size categories follow the Eurostat definition.

3.2 The EU’s position internationally

In the last few years, the quantum technology sector has experienced a remarkable surge in investments and firm 
creation. This trend suggests that quantum technologies are gaining increasing economic importance, a phenomenon 
that has been observable in non-EU jurisdictions for some time, preceding the more recent developments in the EU.

This chapter provides an overview of the global quantum technology landscape, in relation to public and private 
funding, innovation potential, financial and market perspective and human resource needs.
The analysis addresses quantum technologies following a sector-based classification considering: quantum commu-
nications (i.e., essentially QKD), computing, sensing, and PQC. This classification, a novelty compared to the existing 
reports on quantum, stems from the need to distinguish between quantum key distribution and post-quantum cryp-
tography within the domain of quantum communications. The two fields have experienced different technological 
developments, idiosyncratic patent evolution and financing trends.

Our analysis focuses on companies developing quantum technology regardless of their size and main business. The 
sample includes tech giants as Microsoft or Amazon, whose main activity is different from quantum but have strong 
quantum departments, as well as small start-ups developing specific quantum applications. Official data sources 
lack information on emerging technologies, making it challenging to identify relevant companies solely by looking at 
their industrial classification codes. To address this knowledge gap and the complexity of the quantum landscape, 
this report identified a comprehensive list of firms by looking at both the technologies already developed and those 
in research and developmental stages.111 The analysis investigates the geographical coverage of these companies, 
their investment patterns, focusing on venture capital, and patent applications. Notably, the analysis uses transac-
tion data to contextualise, understand and evaluate the importance of investment activities both within the EU and 
abroad. Data on patenting activities includes the number of patents filed and granted, as an indicator of potential 
technology development.

In addition, this chapter also offers a snapshot of the innovation and knowledge dissemination through publications, 
the public investments and human resources in this sector. The final aim is to assess EU position in terms of industrial 
capabilities, financing, innovation and skills, and understand the needs for strengthening the presence in the sector.

3.3 Global landscape of quantum companies

A global mapping of the industry has identified over 440 companies, with the majority operating in quantum com-
puting (64%), followed by post quantum cryptography (PQC, 15%), quantum sensing (11%) and quantum communi-
cations (10%). About 48% of companies sampled were incorporated between 2001 and 2018, and 41% after 2018 
(Figure 7), of which only 8% in the last two years.

111	 The identification of these relevant companies was a meticulous process, where each company was carefully reviewed and selected 
based on expert judgement. Specifically, the authors assessed individual companies one by one, evaluating their involvement in the 
quantum sector, their areas of focus, and their contributions to the field. Commercial databased, journal articles, conferences and 
specialised blogs were the main sources used.
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China dominates quantum patenting activities, with Chinese firms owning 46% of the world patents in quantum. The US 
follows with a 23% share of the world patents, followed by Japan and the EU, grouping 6% of quantum patents each.115

In terms of individual technologies, China holds a significant share of patents in PQC (33%), quantum computing 
(41%) and quantum communications (46%). Specifically on the last one, Chinese companies, such as Quantum CTek, 
are playing a key role in the development and deployment of such a technology.116

The US has a strong lead in quantum sensing, holding 36% of patent families, with many major US companies such 
as IBM, Microsoft, Google, and Intel leading the race. Finally, also the EU is contributing to the field, ranking fourth 
in all the four technologies, with a non-negligible share of patents: about 10% in quantum sensing, 9% in PQC and 
around 6% in both quantum computing and communications. Interestingly, both age and size of companies are re-
flected in the much smaller share of patents that EU-based firms own.117

3.4.1 Recent trends in quantum patenting

As shown in Table 3, global patenting activity experienced a slowdown, starting from 2021 and primarily driv-
en by the top players, China and the US. This decline is consistent with the recent decrease in the total number 
of new companies being established. In the period 2021-24, the Chinese compound annual growth rate (CAGR) in 
patenting was three times lower than that observed in 2017-20, while US CAGR was one third lower. Interestingly, 
US slowdown in 2021-24 was mostly due to a lower pace in granted patents, while pending patents were still grow-
ing annually at 42% (up from 32% in the period 2017-20). For China instead, both pending and granted patents 
slowed down considerably in the last four years.118 In contrast to the decrease experienced by CN and US, the EU 
displayed a positive and stable growth in quantum patenting, despite its lower share of global patents. This 
growth accelerated even further in 2021-24, when the EU CAGR more than doubled compared to the global 
CAGR. This recent growth appeared to be driven by an increasing volume of new pending patents.

About 17% of quantum patents globally are owned by research institutions and universities, suggesting that quan-
tum technology is still at the development stage and reflecting the relevance of EU funding programmes in science 
research. Interestingly, some of the observed patents (35%) are also owned by companies not included in the map-
ping exercise. These are companies mainly operating in other business sectors (i.e. finance, telecoms, industry) but 
investing in acquiring knowledge in quantum, since they expect either expanding their business into quantum-related 
products or leveraging quantum technologies to enhance their core business operations. For example, several central 
banks have been working on the adoption of quantum technologies, such as quantum computing or post-quantum 
cryptography, and are trying to include them into banking regulations, with a list of use cases that refer to optimi-
sation and simulation problems as well as fraud detection algorithms.119 The UK Royal Navy intends for Hercules 
aircraft to run quantum systems in parallel to their standard navigation systems. Airbus, BAE, QinetiQ, Thales and 

115	 QUIC (2025) shows a general growing trend in the period 2017-2022, with a total of over 11 thousand patents and a CAGR of 31%, 
when focusing on computing, sensing, communication (QKD and quantum internet) and excluding PQC. The QUIC analysis also confirms a 
great dominance of China and USA compared to Europe, slightly above Japan and Korea, with the European patent landscape accounting 
for about 10% of the total global share. When focusing on international patent families, for example IP5 families, the relative weight of 
China might decrease. Specifically, IP5 families are patents that are filed in at least two intellectual property offices and with at least 
one application filed in one of the top 5 patent offices.

116	 Mercator Institute for China Studies (MERIC, “China Tech Observatory Quantum Report 2024”, available at: https://merics.org/sites/
default/files/2024-12/MERICS%20China%20Tech%20Observatory%20Quantum%20Report%202024.pdf

117	 Patents (active and pending approval) are sourced from Moody’s ORBIS IP. The analysis only considers patent families to palliate the 
double-counting of similar technologies advancements – especially strong for China. A family is a collection of patent applications 
covering the same or similar technical content, hence all patents belonging to the same family are counted as a single one. This implies 
that that the terms patent and patent family are used interchangeably in this report.

118	 In the period 2021-24 pending Chinese patents grew at a CAGR of 21%, down from 43% in 2017-20. The slow down for granted patents 
was even higher, with a CAGR21-24 equal to -12% down from a CAGR17-20 of 53%.

119	 On 7 February 2025, Europol hosted a Quantum Safe Financial Forum (QSFF) event, in which the QSFF has issued a call to action for 
financial institutions and policymakers, urging them to prioritise the transition to quantum-safe cryptography.

Table 2	 Companies, share by location

EU CH UK US CN

Quantum sensing 35% 2% 13% 29% 6%

Quantum computing 31% 2% 8% 28% 5%

Quantum communications 36% 2% 19% 15% 6%

PQC 28% 4% 16% 28% 4%

Total 32% 2% 11% 27% 5%

Source: JRC elaboration based on Moody’s ORBIS data. 
Notes: Japan has 13 companies in quantum computing only.

3.4 Innovation and knowledge protection

The number of patents filed in the quantum domain provide valuable information on the innovation potential, since 
R&D expenditures are usually not available, especially for small companies. Countries with a high concentration of 
patents in a specific technology area typically possess the necessary set of human skills to become strong players in 
that field, making patent data a valuable proxy of expected development in the quantum sector.

In the period 2017-24, about 30 thousand patent families114 related to quantum technologies were filed globally, 
with 59% for computing, 27% for communications, 10% for sensing and 4% for PQC.

Table 3	 Quantum patent families 2017-24: number and compound annual growth rate (CAGR) by filing country

Number of patent fami-
lies

CAGR 17-20 CAGR 21-24

CN 14,087 45% 15%

US 7,028 53% 35%

JP 1,882 17% 53%

EU 1,752 50% 52%

KR 972 47% 33%

IN 501 38% 93%

CA 459 29% 26%

UK 454 17% 48%

RU 225 21% 17%

RoW 2,905 70% 8%

Total 30,265 46% 25%

Source: JRC elaboration based on Moody’s ORBIS IP data extracted in December 2024

114	 A patent family is a collection of applications covering the same or similar technical content. Therefore, all patents belonging to the same 
family are counted as a single entity. Patent families have been extracted from ORBIS IP using both IPC codes and keyword search in 
their title, abstract, description or claims. All patents have been revised manually by experts to avoid false positives. Patents families 
have been classified according to the ultimate owner, enabling a comprehensive assessment of group level patent holdings.

https://merics.org/sites/default/files/2024-12/MERICS%20China%20Tech%20Observatory%20Quantum%20Repor
https://merics.org/sites/default/files/2024-12/MERICS%20China%20Tech%20Observatory%20Quantum%20Repor
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the US (36%), but much less with the EU (2%). Japan reciprocates, with China being Japan’s main partner for co-pat-
enting (44%). US instead closely cooperates with Europe, with about 37% of US co-parenting being done with the 
EU, and a further 28% with the UK. US co-patenting with

Asia is less prevalent, with 11% of patents produced jointly with Japan and only 8% with China. The EU co-patenting 
also mainly involves US partners (83%).

The share of co-patenting in the EU, despite being higher compared to the US or China, presents large vari-
ations depending on the quantum technology considered. In PQC co- patenting activity is very limited (8% of all 
the patent applications), and it is only done with the US. For quantum sensing, the share is slightly higher (9%) and 
mostly done with the US or with other European countries (Switzerland and the UK). Co-patenting in QKD affects 21% 
of patent applications, almost all of them done with the US. The same happens for quantum computing, where 30% 
of all EU patent applications are made in partnership with entities in another jurisdiction, overwhelmingly in the US.

3.5 Investments

3.5.1 Private investments

At the global level in the last 12 years, quantum companies received about EUR 6 bn123 worth of VC financing. 
The bulk of quantum VC financing involved quantum computing firms (over three quarters), while quantum sensing 
and PQC firms obtained about 10% of the funds each.

About 66% of the total money invested was later stage VC, targeting companies that likely were preparing for 
scaling-up or large-scale expansion. The remaining 34% of funds were destined to financing product development 
and market entry through early-stage VC. Notably, the large share of scale up VC financing is a feature of quantum 
sensing (90%) and PQC (77%) technologies, while quantum communications is characterised by a higher share of 
early-stage VC investments (40%). It is worth noticing that this prevalence of later stage VC investments is a rel-
atively recent trend, emerging after 2020, which indicates a clear change in investment strategies away from ear-
ly-stage companies and towards more established and mature firms. As a matter of fact, the value of later stage VC 
in 2020 represented for the first time over half of total value of VC investments in quantum124 (see Figure 8).

123	 This figure (as well as the remaining value aggregates presented din this section) is based on aggregated Pitchbook deal level data. 
About 36% of VC transactions do not report the value of the investment.

124	 The aggregate value of later stage VC investments in quantum firms worldwide between 2020 and 2024 was EUR 3.7 bn, while EUR 1.6 
bn were raised by quantum firms in early-stage VC investments globally, based on Pitchbook data (extracted in March 2025).

Leonardo are all partners with interests in flight-based positioning, navigation and timing systems.120

Table 4	 Top patent holders not identified as quantum companies, classified by quantum technology

Quantum computing Quantum sensing Quantum communications PQC

PURE STORAGE 
(US, data storage)

LOCKHEED MARTIN 
(US, aerospace and defence)

MATRIX TIME DIGITAL TECH 
(CN, telecom)

WINKK 
(US, computer system design)

NUFLARE TECHNOLOGY 
(US, semiconductors)

ROBERT BOSCH 
(DE, semiconductors)

TENCENT TECHNOLOGY 
(CN, multimedia)

WELLS FARGO BANK 
(US, banking)

INDUSTRIAL & COMMERCIAL 
BANK OF CHINA 

(CN, banking)

RICOH COMPANY 
(JP, digital services)

OPPO MOBILE 
(CN, telecoms)

PAYPAL, INC. 
(US, financial)

NIPPON TELEGRAPH AND 
TELEPHONE 
(JP, telecom)

SEIKO EPSON 
(JP, printing)

WELLS FARGO BANK 
(US, banking)

AXON 
(US, weapons)

BANK OF AMERICA 
(US, banking)

NORTHROP GRUMMAN 
(US, defence electronics and 

systems)

NIPPON TELEGRAPH AND 
TELEPHONE 
(JP, telecom)

NIPPON TELEGRAPH AND 
TELEPHONE 
(JP, telecom)

TENCENT TECHNOLOGY 
(CN, multimedia)

QST CORP 
(CN, semiconductors)

DONGWOO FINE-CHEM 
(CN, chemicals)

SIEMENS AG 
(DE, digital technology)

NORTHROP GRUMMAN  
(US, defence electronics and 

systems)

ARES TECHNOLOGIES, INC. 
(US  secure data systems 

and biometric technologies)

DEUTSCHE TELEKOM AG 
(DE, telecom)

DEUTSCHE TELEKOM 
(DE, telecom)

SEIKO EPSON 
(JP, printing)

HONOR DEVICE CO., LTD. 
(CN, consumer electronics)

SAMSUNG DISPLAY CO LTD 
(SK, electronics)

ELMOS SEMICONDUCTOR 
(DE, semiconductors)

ELWHA LLC 
(US, private equity)

QUALCOMM 
(US, semiconductors)

VOLVO CAR 
(SE, controlled by CN, auto-

motive)

PETROCHINA 
(CN, oil and gas)

TRIPLEPOINT PRIVATE VEN-
TURE CREDIT INC., 

(US, investment company)

Computer Associates 
(US, software)

Source: JRC elaboration based on Moody’s ORBIS IP data extracted in December 2024.

3.4.2	 Openness in patenting collaboration 

Quantum firms based in the EU are quite open to collaborative patenting activities in quantum technology 
across jurisdictions (co-patenting),121 which involves working with partners from other countries to develop the 
technologies when filing for a patent. About 23% of the EU patent applications are co-patented with applicants lo-
cated in non-EU jurisdictions. In contrast, co- patenting only involves 3% of quantum patents for China, 6% for the 
US and 9% for Japan.122

China collaborates mainly with Japan (38% of the Chinese co-patenting is done with applicants in Japan) and with 

120	 See CIPA (2024) and https://www.aerospacetestinginternational.com/features/how-quantum-sensors-will-unlock-aviations-
potential.html

121	 Co-patenting means that there is an applicant/inventor from one specific country (or group of countries, as it is for the EU) and at least 
another applicant/inventor that comes from another country. The non-European applicant could belong to a company of the same group, 
to a different company or to a foreign university/research institution.

122	 In absolute numbers, the EU shared patenting with non-EU entities amount to 695 patent families. For China the patent families jointly 
developed with a non-Chinese entity are 629, for the US 808, and for Japan 307.

https://www.aerospacetestinginternational.com/features/how-quantum-sensors-will-unlock-aviations-potential.html
https://www.aerospacetestinginternational.com/features/how-quantum-sensors-will-unlock-aviations-potential.html
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Figure 9	 Annual aggregate value of VC transactions (in EUR bn), total and by types of VC investment

Source: JRC elaboration, based on Pitchbook data extracted in March 2025. “Domestic investments” are those where the VC 
investor HQ is located in the same jurisdiction as the target quantum company, while “cross-border investments” are those 

where the two parties are located in different jurisdictions. Notes: About 36% of VC transactions do not report the value of the 
investment.

Between 2012 and 2024, EU-based127 venture capitalists led the investment landscape participating in 27% 
of all investments, closely followed by US-based investors, who were present in 26% of investments. Howev-
er, the value of US-participated VC investments in all quantum technologies in this period was EUR 2.3 bn, more 
than doubling the value of EU participated VCs (EUR 1 bn)128. Looking at the ranking of these top two investor 
jurisdictions across individual quantum technologies, the EU also was the main jurisdiction of VC investors in 
quantum computing, but not in the remaining three technologies. In PQC and communications the US ranked first, 
followed by the EU in both cases, while in sensing the UK ranked first, followed by the US and by the EU in third place.

In terms of the geographic distribution of these VC investments in 2012-24, US quantum firms received the largest 
amount of funds (EUR 2.9 bn), followed by EU firms which attracted significantly less, with EUR 862 m, approx-
imately one third of the US total.129 UK-based quantum firms placed third, collecting EUR 788 m in VC investments. 
Focusing on EU companies, they primarily attracted investments from the US and UK (Figure 10). Interesting, when 
EU venture capitalists look to invest in non-EU based quantum companies, they tend to focus on US- and UK-based 
quantum companies, thus suggesting a reciprocal flow of investment between the countries (Figure 10).

127	 In particular, EU VC investors were based in France, Germany and the Netherlands.

128	 For comparison, Chinese VCs invested EUR 252 m. 

129	 For comparison, Chinese quantum firms received EUR 229 m in VC investments.

Figure 8	 Early-stage VC funding (share of the value of early-stage VC transactions over total value)

Source: JRC elaboration based on Pitchbook data extracted in March 2025. 
Notes: About 36% of VC transactions do not report the value of the investment. 

Potential quantum technology market size by 2040: USD 70 bn- USD 173 bn.125

Four industries are likely to see the earliest economic impacts from quantum computing: chemicals, life sciences, finance 
and mobility. Potential gain up to USD 2 trillion in 2035.125

Interestingly, most VC investments were directed to domestic companies,126 with EUR 2.5 billion (or 42% of capital 
invested) involving cross-border financing (Figure 9 and Figure 10). This trend was particularly accentuated for quan-
tum sensing technologies, where the domestic VC investments reached up to 80% of the total. Investments in PQC 
and quantum communications were also largely domestic in nature (74% and 75% of the total for each technolo-
gy, respectively), and the only technology with more international movement of private investments was quantum 
computing (44% share of cross-border investments). However, more recently, data reveals a shift towards increased 
cross-border investments, thus suggesting a maturing industry with companies that are becoming better positioned 
to compete in the global market.

125	 McKinsey, “Quantum Technology Monitor,” available at: https://www.mckinsey.com/~/media/mckinsey/business%20functions/
mckinsey%20digital /our%20insights/steady%20progress%20in%20approaching%20the%20quantum%20advantage/
quantum-technology-monitor-april-2024.pdf

126	 That is, target quantum companies located in the same jurisdiction as the VC investor.

https://www.mckinsey.com/~/media/mckinsey/business%20functions/mckinsey%20digital/our%20insights/steady%20progress%20in%20approaching%20the%20quantum%20advantage/quantum-technology-monitor-april-2024.pdf
https://www.mckinsey.com/~/media/mckinsey/business%20functions/mckinsey%20digital/our%20insights/steady%20progress%20in%20approaching%20the%20quantum%20advantage/quantum-technology-monitor-april-2024.pdf
https://www.mckinsey.com/~/media/mckinsey/business%20functions/mckinsey%20digital/our%20insights/steady%20progress%20in%20approaching%20the%20quantum%20advantage/quantum-technology-monitor-april-2024.pdf
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Points for debate:

• In the ongoing ‘global race for talent’ and future increasing needs of the quantum sector, how can we best
attract and retain new students and talents without impacting other sectors?

• Are upskilling and reskilling initiatives enough? What innovative strategies can be implemented?

• Given the rapidly evolving and diverse landscape of quantum technologies, how should education balance
specialisation in specific quantum areas with interdisciplinary skills to meet both current and future industry
needs?

• How to raise the dual-use awareness, introduce precautions in disseminating information and acknowledging
conflicting values in research and knowledge dissemination of dual- use quantum technology?

Released in April 2025 by the QTEdu Coordination and Support Action (CSA) of the Quantum Flagship, the European 
Competence Framework for Quantum Technologies (CFQT) is a taxonomy of the specific knowledge, skills, and 
qualifications required across the quantum technology landscape, facilitating the design of targeted education and 
training, the hiring process and the self-assessment. Based on input from the community and analysis of interviews, 
the Competence Framework has been updated twice by the Quantum Flagship CSA QUCATS.

The framework identifies various qualification profiles, such as the quantum-technologies “aware person,” “literate 
person,” “business analyst,” “engineering professional,” and “core innovator”, providing examples of competence sets 
for different roles. These profiles are structured around six proficiency levels, ranging from A1 (Awareness) to C2 
(Innovation). Based on the European Qualification Framework (EQF), the levels correspond to Bachelor’s (B2), Mas-
ter’s (C1), or PhD (C2) degrees, or equivalent work experience. These levels are mapped into three proficiency areas: 
Quantum concepts, hardware & software engineering, and applications & strategies (Figure 11).

The CFQT is accompanied by a certification scheme that offers measurable proficiency level descriptions and sample 
examinations, including example tasks and assessment scenarios for different levels. The certification scheme is 
expected to help enhance practical applications and broader impact of the CFQT.

The CFQT framework will be regularly updated to reflect the rapidly evolving nature of quantum technologies. The 
European Quantum Readiness Center (EQRC) will also play a role in promoting the adoption of the framework for 
both educational institutions and for employee hiring and upskilling, potentially leading to the formal recognition of 
quantum qualifications in the future.

has the world’s highest concentration of graduates enrolled in quantum-relevant education.136

At the policy level, the EU is actively implementing strategies to address the quantum skills gap and foster 
the development of a quantum-ready workforce. Launched in 2018, the Quantum Flagship (see Section 2.1) 
explicitly includes training and skills development as a key objective alongside its goals in research, innovation, and 
industrialisation. In particular, the Quantum Technology Education Coordination and Support Action (QTEdu CSA)137 
plays a vital role in bridging the gap between the academic and industrial quantum communities. Its initiatives, 
such as the QTEdu Open Master (QTOM)138 pilot project, explore innovative educational models like online course 
exchange and local accreditation to enhance accessibility to specialist quantum expertise for students in broader 
STEM programmes. Moreover, the Digital Europe Programme (DEP) further demonstrates the EU’s commitment by 
funding specific workforce development initiatives like Digitally Enhanced Quantum Technology Master (DigiQ)139 and 
Quantum Technology Courses for Industry (QTIndu).140 The European institute of Innovation and Technology (EIT) runs 
occasional schools and courses in quantum technology subjects itself and also promotes the DEP initiatives.141 These 
programmes aim to scale up the training of quantum professionals and upskill the existing workforce.

An initial outcome of the EU initiative promoting quantum education is already visible. The number of master’s 
degree programmes related to quantum technologies rose to 55, a 10% year-over-year increase134. These 
programmes are designed to equip graduates with the specialised knowledge and skills needed to enter the quan-
tum workforce. Furthermore, there is a growing emphasis on providing hands-on experience to students through 
internships in both university research laboratories and industrial settings. This practical engagement is crucial for 
developing job- ready skills valued by the quantum industry.

Given the rapid evolution and diverse landscape of quantum technologies, a curriculum focusing on core quantum 
principles and generic quantum technologies (instead of focusing on specific ones) is the most suitable for form-
ing a class of skilled workers adequately prepared also for any future challenge. A quantum-ready workforce requires 
more than just quantum physics knowledge. It necessitates a multidisciplinary skill set which includes non-quantum 
specific skills such as programming and relevant lab experience (e.g., cryogenic) as well as soft skills. The most ef-
fective curricula would need to prioritise the fundamental theoretical quantum background with practical experience, 
for instance through industrial traineeships, adopt an interdisciplinary approach, and offer diversified training pro-
grammes from Bachelor, to Master, to PhD. Re-skill programmes for active workers are also important for meeting 
immediate industry demands by leveraging the transferable skills.

Besides quantum curricula, it is important to integrate quantum concepts into current education (“quantum en-
hancing”) in fields like computer science and engineering to create a broader talent pool. For this scope, it would be 
also essential to increase quantum literacy at lower education levels by educating teachers and introducing quantum 
ideas early on.

The knowledge dissemination and transfer of dual-use technology such as those related to quantum, may require 
additional precautions. A point open for debate is how to raise the dual-use awareness, introduce precautions in 
disseminating information and acknowledging conflicting values (i.e., harms and benefits of a technology) so that an 
ethical dual-use dissemination can be conducted [49].

136	 KPMG, “Quantum technology in Denmark,” Nov. 2020, available	at: https://assets.kpmg.com/content/dam/kpmg/dk/pdf/dk-2020/11/
Quantum-technology-in-Denmark.pdf

137	 QTEdu website at: https://qtedu.eu/

138	 QTEdu Open Master Pilot webpage at: https://qtedu.eu/project/qtedu-open-master-pilot

139	 DigiQ website at: https://digiq.hybridintelligence.eu/

140	 QTIndu website at: https://qtindu.eu/

141	 EIT quantum skills digital academy website at: https://www.eitdeeptechtalent.eu/calls-and-opportunities/quantum-skills-digital-
academy/

https://assets.kpmg.com/content/dam/kpmg/dk/pdf/dk-2020/11/Quantum-technology-in-Denmark.pdf
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https://www.eitdeeptechtalent.eu/calls-and-opportunities/quantum-skills-digital-academy/


59 60

3.7  Key findings from secondary sources

Here we draw attention to some salient findings from other major reports.

A critical analysis of several sources 142,143,144 shows that public investments in quantum technology by major players 
(USA, EU and Member States, China, Japan, UK, Canada) are broadly in line with their economic capabilities: each of 
these countries have announced total public investment amounting to USD 1-5 billion up to now, for the coming 5 to 
10 years. Some caution is required in dealing with these figures, since what exactly is counted as quantum technol-
ogy varies, the field is rapidly developing, and financial data change continuously. Advertised public spending may, or 
may not, include industrial contributions or refer to promised money, rather than committed. The excitement around 
the sector has sometimes led to misunderstandings and mistakes. In particular, the figure of public investment on 
quantum technologies by China is overestimated by most market reports, with several factors contributing to ob-
fuscate the true scale of Chinese quantum investments: economic indicators from China’s central government are 
sometimes not reliable, regions tend to announce investments to outcompete each other, and Western stakeholders 
tend to amplify the strategic and business threat coming from China to attract policymakers attention and public 
investments. To give an example, the funding for the Hefei National Laboratory for Quantum Information Sciences 
announced in 2017 was reported in the western press to be USD 10 billion145 while the true figure is an order of mag-
nitude smaller146. A carefully sourced report from Rand Corporation147 details China’s public quantum investments as 
on par with similar investments in the USA and Europe, in the broad range of USD 2 bn to USD 4 bn across 10 years.

According to the McKinsey report,142 when it comes to private investments in quantum technologies, the USA and 
Canada (and to a lesser extent the UK and Israel) are the only countries in which private fundings broadly match 
public ones (USA: USD 3.75 billion public, USD 3.8 billion private; UK: USD 4.3 billion public, USD 1.5 billion private, 
cumulative). In China, EU countries, Japan, Korea, private investments are less than a tenth of public funding. This in 
part reflects a more risk-taking approach, and in part depends on the fact that in USA are based the largest corpora-
tions active in the quantum computing area (Intel, Google, IBM, etc). However, by looking at the EU figures (Germany: 
USD 5.2 billion public, USD 104 million private; France: USD 2.2 billion public, USD 113 million private, Netherlands: 
USD 1 billion public, USD 40 million private 142) it is clear that EU R&D cost in quantum technology falls dispropor-
tionately on public shoulders and private companies have yet to commit fully. A December 2024 article by “The 
Economist”148 pointed out the difference between the USA and the Chinese funding models of quantum technologies, 
where the latter relies essentially on public money, a view reinforced by the fact that in February 2024 two large 
private Chinese companies (Alibaba and Baidu) announced they have pulled out of the quantum computing race,149 
leaving only Tencent (and Huawei to a much lesser extent) as a Chinese major private player.

It should be pointed out that expectations of economic returns from investments in quantum computing are 
huge, especially when compared with its technology maturity: McKinsey predicts that by 2035 its potential 

142	 McKinsey, “Quantum technology monitor”, April 2024, https://www.mckinsey.com/~/media/mckinsey/business%20functions/
mckinsey%20digital /our%20insights/steady%20progress%20in%20approaching%20the%20quantum%20advantage/
quantum-technology-monitor-april-2024.pdf

143	 Yole Intelligence “Quantum Technologies: 2023 Market and Technology Trends”, 2023, https://www.yolegroup.com/

144	 Qureca, https://www.qureca.com/

145	 See e.g. https://www.bloomberg.com/news/articles/2018-04-08/forget-the-trade-war-china-wants-to-win-the-computing-arms-
race

146	 See the testimony before the House Permanent Select Committee on Intelligence on the July 19, 2018 “China’s Threat to American 
Government and Private Sector Research and Innovation Leadership” by Elsa B. Kania of the Technology and National Security Center for 
a New American Security, https://www.cnas.org/publications/congressional-testimony/testimony-before-the-house-permanent-
select-committee-on-intelligence, page 4 and footnote

147	 Rand Corporation “An Assessment of the U.S. and Chinese Industrial Bases in Quantum Technology”, February 2022, https://www.rand.
org/pubs/research_reports/RRA869-1.html

148	 “China is catching up with America in quantum technology“, Economist, Dec. 2024, https://www.economist.com/business/2024/12/31/
china-is-catching-up-with-america-in-quantum-technology

149	 “Alibaba and Baidu Cash Out on Quantum Computing Stakes,” IEEE Spectrum, Febr. 2024, https://spectrum.ieee.org/china-quantum-
computer-alibaba-baidu

Figure 11 The European Competence Framework for Quantum Technologies

Source: adapted from QTEDU website
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which prevents scaling up financing to reach the USD 100 million scales required for commercialisation. An alterna-
tive explanation is that each EU country tends to support its national champions for each of the technology platforms 
currently investigated, thus fragmenting the funding effort into too many players. In the last 10 years, the number of 
quantum startups in the EU has markedly increased, but they grow more slowly than their counterparts in the USA, 
fail to attract sizable investment and remain at the earlier stage of development process, thus hindering the trans-
lation of EU scientific excellence into successful commercial ventures.

3.8  Scientific and technical publications

This section assesses the R&D in the quantum sector through a quantitative analysis of the scientific and technical 
publications. The quantum sector is subdivided into the areas of quantum communication, quantum computing and 
quantum sensing, subdivided into cold atom interferometry, nitrogen vacancies, and Rydberg atoms.

Our methodological approach is based on query searches on the Scopus database.156 The keywords for the query are 
tailored to filter the results in quantum communication, computing and sensing, subdivided as above.157 Compared to 
similar analyses available in other studies, in the following the EU publications are aggregated, rather than shown by 
Member State. It must be borne in mind that this method has an intrinsic degree of subjectivity, because it depends 
on the selection of the keywords and the use of such keywords by the authors in the publications. Although the query 
may miss some publications or include others more focused on loosely related areas, overall, it is a powerful tool 
able to capture the overall trends in the quantum sector.

In the figures below we have separated EC funded work into Seventh Framework, Horizon 2020 and ERC, where stat-
ed by the papers’ authors, or else counted it simply as European Commission funded. The “total EU” funding refers to 
publications from projects financed by EC programmes and/or Member States.

3.8.1	 Publications on quantum key distribution (QKD)

Figure 12 Number of publications on QKD in the period  
2006-2024

Source: data from Scopus downloaded on 1/7/2025

Figure 13 Subject areas of the publications on QKD in the 
period 2000-2024

Source: data from Scopus downloaded on 1/7/2025

156	 Scopus website at: http://www.scopus.com

157	 Although some false positive or negative results can present in the filtered output, the aggregated results capture the trends of each 
sub-sector and the role of the main contributing countries.

economic value (defined as the additional revenue and saved costs that the application of QC can unlock) will be 
in the range of USD 0.9–2 trillion in the four industries (chemicals, life sciences, finance, and mobility) which ac-
cording to their analysis are the most likely to realise this value earlier than other industries.142 Actually, as of 2025 
the additional value and saved cost of quantum computing is null, since any practical utility of available quantum 
computers (quantum annealers and noisy-intermediate scale quantum processors) is still to be demonstrated, as 
previously discussed in Section 1.1. It is presently impossible to give a reliable estimate for the economic value 
of quantum technologies and in particular for quantum computing in ten years’ time, as shown e.g. by the careful 
analysis presented in the reports by Ezratty.150 Even some market reports are starting to sound more cautious. For 
example, Yole acknowledges that with respect to their previous analysis “We overestimated quantum markets, and 
it will take longer than expected. [...] End- applications and use-cases are still unclear. [...] Quantum computing will 
probably take another 10 - 20 years of R&D. [...] Only cryptography and sensing/timing have a market value today, 
and both are still small-market”.151

Despite these large cumulative investment figures, according to McKinsey142 both in 2022 and in 2023 there was 
a decrease of private investments in quantum technology: in 2023 private investment in quantum technology 
startups amounted to USD 1.7 bn, decreasing by almost 30% with respect to 2022. Other sources152 put the VC 
quantum investment in 2023 at USD 1.2 billion, with a 50% year on year decrease, which reaches 80% reduction if 
only North America is considered. It is doubtful that venture capital can support a 10+ years technology challenge 
without being distracted on the route by more appealing opportunities: according to McKinsey, in the last two years 
Artificial Intelligence has attracted private capital previously directed to quantum. In these conditions, large corpo-
rations (e.g. IBM, Intel, Google) which can sustain the required expensive long-term research effort without tapping 
venture capital will be advantaged. The lack of large EU companies in the quantum computing effort constitutes a 
vulnerability, since EU players will be more reliant on fleeting private capital and on public spending. EU public sup-
port for quantum should be put on a basis sustainable for the long term and must be commensurate with reasonable 
expectations. Venture investments in quantum technology reached a high of over USD 2 billion in 2022, indicating 
strong investor confidence in this emergent market. However, by 2023, this investment decreased by approximately 
50%152, prompting discussions of a “quantum winter”.153 Dramatic swings from over- optimism to excessive pes-
simism are characteristic of venture capital trends in technology, as shown for example by the variation in stock 
values of quoted quantum computing firms after a declaration of NDVIA’s CEO that 20 to 30 years are still needed 
for useful applications of quantum computing, and the ensuing rebuttals it elicited.154 A need for tempered expecta-
tions is called for, with a focus on long-term research and development and a clear understanding that the practical 
applications of quantum computing could be still years away. Although quantum technology remains a niche sector 
which accounts for less than 1% of total VC funding, the marked decrease in private funding for quantum which has 
recently taken place in North America is a cautionary tale that once venture capitalists become more aware of the 
risks and uncertainties associated with quantum technologies, they may rethink their commitment therefore depriv-
ing the field of significant resources; this may affect also EU-based companies, which according to our investigations 
(see Section 3.5.1) attracted nearly EUR 900 million in 2012-2024.

The 2024 European Investment Bank Report “A quantum leap in finance: how to boost Europe’s quantum technology 
industry”155 shows that “early-stage financing in Europe is significant in comparison to other regions, but later-stage 
growth financing is substantially lacking” and that “European companies are behind when it comes to raising rounds 
of more than EUR 2 million” and attributes this to a knowledge gap between investors and the quantum industry 

150	 O. Ezratty, “Mitigating the quantum hype”, 2022, https://arxiv.org/abs/2202.01925; “Understanding Quantum Technologies”, 2024, 
https://www.oezratty.net/wordpress/2024/understanding-quantum-technologies-2024/

151	 Yole 2023, pg. 4 “What we got right, what we got wrong”.

152	 IQM “State of quantum 2024: understanding the 2023 trends and outlook for 2004”, January 2024

153	 E.g., see “Why you shouldn’t be worried about talk of a ‘quantum winter’” by J. McKenzie, Physics World, March 2024, https://physicsworld.
com/a/why-you-shouldnt-be-worried-about-talk-of-a-quantum-winter/

154	 CNBC, “Nvidia’s Jensen Huang is ‘dead wrong’ about quantum computers, D-Wave CEO says,” available at: https://www.cnbc.
com/2025/01/08/nvidia-ceo-jensen-huang-is-dead-wrong-about-quantum-d-wave-ceo.html

155	 European Investment Bank “A quantum leap in finance: How to boost Europe’s quantum technology industry”, 2024, https://www.eib.
org/en/publications/20220112-a-quantum-leap-in-finance-executive-summary
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in all the different EU states, although with a different degree and expertise.
The sources of funding are shown in Figure 23. In the EU, EC funding (e.g., Horizon 2020 framework programme, 
European Research Council) is slightly most effective in promoting publications than the EU national programmes.

3.8.4 Publications on quantum sensing

The field of quantum sensing is extremely diversified, and an investigation on scientific publications using generic 
queries such as “quantum sensing” gives only an average picture showing tens of thousands of papers in 2000-
2024, with a steady increase in the publication rate, but does not show the trends going on in the different areas. 
In addition, the absence of more targeted keywords in the query adds a significant number of false positives in the 
results, thus increasing the risk of wrong interpretations. We present in the following sub-sections three different 
specific cases (namely, sensors based on cold atom interferometry, on nitrogen vacancies in diamond, and on warm 
vapours of Rydberg atoms), to highlight how the standing of EU research strongly depends on the specific technology 
under examination and the targeted applications.

3.8.4.1 Publications on cold atom interferometry

Figure 24  Number of publications on cold atom interfero- 
metry in the period 2000-2024

 Source: data from Scopus downloaded on 17/4/2025

Figure 25 Top countries of the affiliations of the authors in  
cold atom interferometry in the period 2000- 
2024

Source: data from Scopus downloaded on 17/4/2025

The publication rate in the field of cold atom interferometry has been steady for more than two decades (Figure 24), 
with countries such as France, Germany, Italy, and Netherlands bringing the EU at the leading edge among the main 
international players (Figure 25). Additional analysis of the data shows that the EC with its various programmes is 
the first among the funding entities, while the enhanced potential of CAI)-based sensors in microgravity explains the 
presence of national and supra- national space agencies (DLR, ESA, CNES); metrology institutes, in particular from 
France and Germany, are also present. With some caution, cold atom interferometry can be taken as an EU success 
story, where fundamental physics research is being (slowly) translated into applications for Earth and planetary 
sciences and is also being deployed in space.

3.8.3	 Publications on quantum computing

Figure 20  Number of publications in quantum computing in 
the period 2006-2024

Source: data from Scopus downloaded on 1/7/2025

Figure 21 Subject areas of the publications in quantum 
computing in the period 2000-2024

Source: data from Scopus downloaded on 1/7/2025

Figure 22  Top 10 countries of the affiliations of the authors 
in quantum computing in the period 2000-2024

 Source: data from Scopus downloaded on 1/7/2025

Figure 23 Main funding agencies of the publications in  
quantum computing in the period 2000-2024

Source: data from Scopus downloaded on 1/7/2025

For the publications in quantum computing,159 we included also the areas related to quantum simulation, quan-
tum emulation and quantum sampling. The number of publications per year has increased by more than 6 times in 
the last 10 years (Figure 20). From 2017, the increase has a compound annual growth rate (CAGR) of 27%.

As seen for quantum communications, about one third of the publications are focused in the area of physics, followed 
by computer science, engineering, material science and mathematics (Figure 21). The need for solutions at the level 
of fundamental physics is at the heart of research, followed by engineering the solutions in an inter-disciplinary way.

US is leading in the number of publications, closely followed by EU, while China places third (Figure 22). The 
main EU affiliations are the Centre National de la Recherche Scientifique (CNRS) in France, Delft University of Technol-
ogy in Netherlands, Technische Universität München in Germany, Consiglio Nazionale delle Ricerche in Italy, Universi-
tät Innsbruck in Austria and the others follow. The knowledge and competence in the sector appear to be widespread 

159	 The query has been carried out on quantum computing, emulation, simulation and sampling fields, with their related sub-fields and 
technologies (e.g., quantum neural network, quantum annealing, quantum algorithm, fault tolerance, error correction, quantum coherence, 
cryogenic systems, superconducting, trapped ions, photonic integrated, neutral atoms, silicon spins, quantum dot, colour-centre in 
diamond).
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Warm vapours of Rydberg atoms as a sensing platform started to attract the attention of researchers only 10 years 
ago (Figure 28). A clear and abrupt increase in publication rate started in 2015, and NIST played a pioneering role 
with their 2014 paper [44]. In this area, NIST had a clear advantage because of the enabling technologies it de-
veloped for the chip-scale atomic clock (CSAC) in 2000- 2010. Defence represents a driving factor for applications, 
notably for RF communications: the US Defense Advanced Research Projects Agency (DARPA) is funding several 
programmes targeting compact ultra-wideband RF antennas for military communications. A quick catch-up by China 
explains the steep rise in the publication rate in the last three years, which leaves the USA in second position and the 
EU (with Germany, France and Poland) in third, see Figure 29.

The interest of this platform for defence applications is confirmed by an in-depth investigation on the funding en-
tities, which shows, as first players, the National Natural Science Foundation of China, the Ministry of Science and 
Technology of the People’s Republic of China, the National Key Research and Development Program of China, DARPA, 
U.S. Department of Defense, but also the Chinese National University of Defense Technology, the US Air Force Of-
fice of Scientific Research, the U.S. Army Research Laboratory, and Defence Research and Development Canada. EU 
programmes come a distant third, after those of China and the USA. Among the authors’ affiliations we find some 
start- ups (Quantum Valleys Ideas Laboratories from Canada and Rydberg Technologies, a dedicated spin- off from 
the University of Michigan at Ann Arbor), but also metrology institutes such as NIST and the National Institute of 
Metrology China, which can easily be explained by the possible use of Rydberg atom as RF measurement standards. 
We can conclude that in this area the potential military applications have driven a research effort that has left the 
EU trailing behind its main competitors.

3.8.4.2	Publications on nitrogen vacancies in diamonds

Figure 26 Number of publications in nitrogen vacancies in 
diamond in the period 2000-2024

 Source: data from Scopus downloaded on 17/4/2025

Figure 27  Top publishing countries in nitrogen vacancies in 
diamond in the period 2000-2024

Source: data from Scopus downloaded on 17/4/2025

Nitrogen vacancies in diamond160 as a sensing platform have been investigated for at least 15 years (Figure 26), and 
the EU is well positioned in the publication landscape (Figure 27): Germany is by far the main contributor, followed 
by Italy, France, and the Netherlands. The EC, with its Horizon 2020 and ERC programmes, is among the principal 
funding entities, and institutes of excellence in EU are the Ulm and Stuttgart universities, which compete with much 
larger players such as the University of Science and Technology of China, MIT, and Harvard.

The flexibility of this solid-state sensing platform operating at room temperature is at the basis of the variety of the 
use cases that can be addressed, which includes areas such as biology and medicine, where the biocompatibility 
of diamond represents an important advantage. Small and low-cost sensors are potentially possible but there are 
unresolved issues concerning the growth of suitably doped and pure materials. Indeed, our analysis shows that a 
significant fraction of the publications deal with material science.

3.8.4.3	Publications on Rydberg atoms

Figure 28 Number of publications in sensors based on Ry-
dberg atoms, in the period 2000-2024

 Source: data from Scopus downloaded on 17/4/2025

Figure 29  Top publishing countries in sensors based on Ry-
dberg atoms in the period 2000-2024

Source: data from Scopus downloaded on 17/4/2025

160	 The query has been carried out on nitrogen vacancy diamond for sensing.
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4 Standardisation and 
regulation
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4.1	 Standardisation for quantum technology

The benefits of standardisation for quantum are typical of high technology in general: to reduce costs and improve 
efficiency, ensure the quality and safety of products and/or services, comply with relevant legislation, satisfy custom-
ers’ expectations and requirements, enable access to global markets, achieve compatibility/interoperability between 
products and/or components and disseminate knowledge about new technologies and innovations [43].

In the EU, standardisation takes place within a defined legal framework. Specific standards can be requested from 
the EU Standards Development Organisations (SDOs) by the European Commission and standards can be used in 
EU harmonised legislation.161 Although the latter has not happened yet for quantum technology, quantum technol-
ogy and post quantum cryptography are priority subjects in the EU standardisation work programme.162 Accordingly, 
CEN-CENELEC is active through its Joint Technical Committee on quantum technology (JTC22), ETSI through its 
technical Committee on Cybersecurity (TC CYBER) and its Industry Specification Group on quantum key distribution 
(ISG QKD). CEN-CENELEC JTC22 currently has working groups on quantum metrology, sensing and enhanced imaging, 
and quantum enabling technologies; quantum computing and simulation and on quantum communication and cryp-
tography. It also publishes a Standardisation Roadmap for Quantum Technology.163 The Quantum Europe Strategy 
recognises the importance of standardisation for industrialising quantum technology and therefore plans to publish 
an EU roadmap in 2026. We understand that this will lay out plans for support for standardisation, complementing, 
not competing with, the CEN-CENELEC document.

Worldwide, several other organisations are developing standards or making recommendations, including ISO/IEC, 
ITU-T, IEEE, IETF and GSMA and, from the Quantum Flagship, QUIC and QUCATS, to the point where there is some-
thing of an embarrassment of riches, too many competing standards being as bad as not having standards at all. 
Moreover, it has become difficult for industry to follow everything and know which standards to work towards. The 
CEN-CENELEC Roadmap is valuable in providing an overview and the establishment of an IEC/ISO Joint Technical 
Committee specifically for quantum technologies (IEC/ISO JTC3) should, it is hoped, bring order to this situation.

Quantum technology does play one special role in standardisation: as a tool in metrology, including to realise base 
units, for example caesium fountain atomic clocks, Josephson junction voltage standards and quantum Hall effect 
resistance standards.164 New metrology techniques are also being developed to assess quantum devices, so quan-
tum technology and metrology serve each other. In Europe, including beyond the 27 EU Member States, this area is 
the responsibility of EURAMET (see Section 2.7) and the relevant working group of JTC22.

Having the greatest impact currently, although not strictly speaking quantum technology themselves, are stand-
ards for the transition to PQC/quantum-resistant cryptographic algorithms.165 Finalised standards for PQC algorithms 
published last year by the US NIST, following several years of proposals and evaluation, are for lattice-based key 
encapsulation, lattice-based digital signature and hash- based digital signature. ETSI TC Cyber’s working group on 
quantum-safe cryptography166 has preferred to issue recommendations supporting the NIST initiative, rather than 
develop a European alternative. Examples are for quantum-safe digital signatures, public key encryption and key 
encapsulation and efficient hybrid key exchange with hidden access policies. Other PQC standards and recommen-
dations have been issued by ISO/IEC, IEEE, GSMA and IETF and by the German Federal Office for Information Security 
(BSI).

161	 Parliament/Council Regulation (EU) No 1025/2012 on European standardisation

162	 Commission Notice (C/2025/1818) of 27th March 2025 on the 2025 annual Union work programme for European standardisation

163	 CEN-CENELEC JTCC 22, Standardization Roadmap on Quantum Technologies, Release 1.1 June 2025 https://www.cencenelec.eu/
media/CEN-CENELEC/AreasOfWork/CEN-CENELEC_Topics/Quantum%20technologies/Documentation%20and%20Materials/
fgqt_q06_standardizationroadmapquantumtechnologies_release1-1.pdf

164 In metrology, the word ”standard” may refer to the apparatus rather than the document.

165 EUROPOL, “Quantum Safe Financial Forum - A call to action,” available at: https://www.europol.europa.eu/publications-events/
publications/quantum-safe-financial-forum-call-to-action

166	 ETSI webpage on Quantum-Safe Cryptography (QSC) at: https://www.etsi.org/technologies/quantum-safe-cryptography ETSI, 
“Quantum-Safe Cryptography (QSC)” https://www.etsi.org/technologies/quantum-safe-cryptography

Communication was the first area of quantum technology to be the subject of a serious drive for standards and 
remains, unquestionably, the area for which standardisation is best developed, especially for quantum key dis-
tribution, as evidenced by ETSI specifications and reports167, ITU-T recommendations on networks supporting QKD168 
and the first ISO test standard in the area.169 Of the ETSI specifications, those for application programming interfaces 
(API) stand out for having been taken up by several vendors, showing that standards for interoperability are among 
the most valuable. JTC22’s working group on communications has planned its work items to avoid any duplication 
with ETSI; some experts participate in both committees.

Quantum communication has now advanced to the point where industry would like to have its products inde-
pendently certified to assure customers of their cybersecurity effectiveness. One vendor, ID Quantique of Gene-
va, already offers a quantum random number generator (QRNG) certified by several national authorities. QRNG cer-
tification is relatively straightforward because the fact that it is a quantum device does not change the certification 
criteria, which depend on the statistics of the output. ID Quantique do also advertise their Clavis XG complete QKD 
system as having been authorised for use with classified information by the Republic of Korea National Intelligence 
Service, which is a unique achievement. In the EU, the appropriate framework for future cybersecurity certification 
of quantum devices is the EUCC scheme, see next section. A key step towards this was the publication in 2024 of 
ETSI GS QKD 016 “Common Criteria Protection Profile-Pair of Prepare and Measure QKD modules”, which defines the 
high-level requirements that a device under test must meet.

In quantum computing, standardised metrics by which machines can be objectively compared, ideally inde-
pendently of the technology platform, would be of immense value. Some experts also argue that it is already 
time to start standardisation of quantum computing architecture. The need for standards for quantum computing 
software is becoming very clear, although it may be that de facto software standards will emerge naturally from 
competition between companies and the best path for the SDOs will be to formalise them. All these subjects are 
being addressed by JTC22.

Apart from complete devices, there is a strong case that certain components and enabling technologies are ready 
for standardisation. JTC22 has taken radiofrequency (RF) and dc connectors, travelling-wave parametric amplifiers, 
ion traps and entangled photon-pair sources as cases. It has not yet created work items for quantum sensing and 
imaging, but the Roadmap mentions magnetometers and photonic devices as possible subjects.

Europe is in a very strong position in quantum standardisation. Care must be taken to maintain this advantage 
to protect the interests of EU industry, but without provoking negative reactions and making it an arena of conflict.

For all technology sectors, global standards are seen as optimal: “one standard, one test – accepted every-
where”, so international agreements exist to pass activity up to international SDOs unless there are specific reasons 
why national or regional standards are necessary. The Vienna and Frankfurt Agreements between CEN-CENELEC and 
ISO/IEC define conditions when work should be halted on EU standards in a sector and the items passed up for de-
velopment of global standards. At present, the new joint technical committee on quantum technology IEC/ISO JTC3 
has not yet defined its strategic business plan; disagreements, mainly between non-European members, have slowed 
progress, so it is pragmatically accepted that CEN-CENELEC JTC22 should continue to work independently. Never-
theless, IEC/ISO JTC3 is maturing and has established ad hoc working groups on sensors, secure communication, 
computing and simulation, quantum random number generators and quantum enabling technologies. One work item 
has been passed to it: that on terminology, which is now the subject of three projects in IEC/ISO JTC3. Agreement on 
the meaning of terms should help all further discussions.

167	 ETSI, “Industry Specification Group (ISG) on Quantum Key Distribution for Users (QKD) Activity Report 2023,” available at: https://www.
etsi.org/committee-activity/activity-report-qkd

168	 ITU-T documents Y.3800 to Y.3828

169	 ISO/IEC 23837 Security requirements for QKD, Part 1 and Part 2

https://www.cencenelec.eu/media/CEN-CENELEC/AreasOfWork/CEN-CENELEC_Topics/Quantum%20technologies/Documentation%20and%20Materials/fgqt_q06_standardizationroadmapquantumtechnologies_release1-1.pdf
https://www.cencenelec.eu/media/CEN-CENELEC/AreasOfWork/CEN-CENELEC_Topics/Quantum%20technologies/Documentation%20and%20Materials/fgqt_q06_standardizationroadmapquantumtechnologies_release1-1.pdf
https://www.cencenelec.eu/media/CEN-CENELEC/AreasOfWork/CEN-CENELEC_Topics/Quantum%20technologies/Documentation%20and%20Materials/fgqt_q06_standardizationroadmapquantumtechnologies_release1-1.pdf
https://www.europol.europa.eu/publications-events/publications/quantum-safe-financial-forum-call-to-action
https://www.europol.europa.eu/publications-events/publications/quantum-safe-financial-forum-call-to-action
https://www.etsi.org/technologies/quantum-safe-cryptography
https://www.etsi.org/technologies/quantum-safe-cryptography
https://www.etsi.org/committee-activity/activity-report-qkd
https://www.etsi.org/committee-activity/activity-report-qkd
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Points for debate: 

• What quantum standards will be important and should be prominent in the roadmap?

• What areas are premature for standardisation?

• What is the best balance between developing European standards and promoting them globally, versus rep-
resenting European interests in global standards development organisations?

4.2 Legislation, cybersecurity, EUCC certification framework 

Quantum communication technology is now at the point where security certification is needed. The regulatory frame-
work addressing certification of ICT products has been rapidly evolving in the past years towards the creation of a 
digital single market and the enabling of trade within the EU. The EU Cybersecurity Act (Regulation (EU) 2019/881) 
and Commission Implementing Regulation (EU) 2024/482 establish a harmonised approach to cybersecurity across 
the EU, under the responsibility of the European Union Agency for Cybersecurity (ENISA). The Act establishes a 
framework for certifying the security of ICT products, services, and processes, including the European common crite-
ria-based Cybersecurity Certification scheme (EUCC), a voluntary scheme based on the widely recognised ISO / IEC 
15408 series standards, known as the Common Criteria. EUCC is the successor to the SOG-IS framework already used 
across 17 EU Member States. It is the appropriate framework for certification of quantum communication systems.

Common criteria evaluation is carried out by a relatively small group of laboratories, denominated Information 
Technology Security Evaluation Facilities (ITSEFs), officially accredited to conduct evaluations according to ISO / IEC 
15408 and Common Evaluation Methodology ISO / IEC 18045. Certificates are issued by a separate group of organ-
isations called Certification Bodies, using the results of tests carried out by ITSEFs.

The standards define a set of stringent criteria against which a product can be evaluated in terms of functional 
security, security architectures, product development environment, handling identified vulnerabilities in the product, 
according to Evaluation Assurance Level, EAL1 to EAL7, with higher numbers corresponding to greater rigour. To 
achieve a particular EAL, a system must meet specific assurance requirements, involving design documentation, 
analysis, functional or penetration testing. Systems that provide multilevel security, such as those required for QKD, 
are evaluated at a minimum of EAL4, typically EAL4+, the level foreseen in the ETSI protection profile. This entails an 
evaluation of whether the device has been methodically designed, tested, and reviewed, plus an advanced method-
ical vulnerability analysis and verification of the development and support processes.

4.3 Trade control

Quantum technologies are perceived as pathbreaking. Although still in their infancy, they can bring a strategic ad-
vantage to the country that is able to deploy them first. Moreover, some quantum devices are “dual-use”; they can 
be used for civilian or military purposes. Various countries are putting trade control and supply-chain decoupling 
measures in place, on the grounds of national security.

In EU, the Regulation 2021/821170 based on the Wassenaar Arrangement includes some quantum- related items171 
as dual-use. In addition, in 2024, some EU countries have added quantum technologies to their national control list 
of dual-use items.

170	 Regulation (EU) 2021/821 of the European Parliament and of the Council of 20 May 2021 setting up a Union regime for the control of 
exports, brokering, technical assistance, transit and transfer of dual-use items, https://eur-lex.europa.eu/eli/reg/2021/821/oj/eng

171	 EU Regulation 2021/821 includes: “Systems, equipment and components designed to use or perform QKD, also referred to quantum 
cryptography (5A002.c)”, and “The technology for the development or production of equipment of quantum wells (3E003.b) and 
superconductive electronic devices (3E003.c)”.

In the US, in September 2024, the Bureau of Industry and Security (BIS) established a new rule172 regarding export 
controls for advanced technologies, including quantum technologies. The affected items relevant for the quantum 
sector are: (i) CMOS (Complementary Metal Oxide Semiconductor) integrated circuits and parametric-signal amplifi-
ers that can operate at very low temperature, (ii) materials containing certain silicon (Si) or germanium (Ge) isotopes, 
which have no nuclear spin and thus can be used to develop spin-based quantum computers, (iii) quantum com-
puters and components as well as software, and technology that can be used in the development and maintenance 
of quantum computers. To ensure that these controlled items are not used for purposes “contrary to U.S. national 
security or foreign policy,” a license requirement has been imposed. However, a new License Exception Implemented 
Export Controls (LE IEC)173 is possible when BIS determines that a country has implemented comparable controls on 
an item. In EU, the Member States that implemented comparable trade controls, supplementing the EU Regulations 
2021/821 are listed in Table 5. As a result, license exemption for those items is available for Finland, Italy, and Neth-
erlands, and partially available (i.e., only on some items) for Denmark, France, Germany, Slovenia, and Spain, leading 
to a fragmentation of EU under the US trade control measures.

Table 5	 National rules on quantum related items, supplementing the EU Regulation (EU) 2021/821 on export control of 
dual-use items174

EU Member State CMOS integrated circuits 
and parametric signal 
amplifiers operating at 
very low temperatures

Cryogenic cooling 
systems, component 
and wafer probing 

equipment

Materials consisting 
of certain silicon 
(Si) or germanium 

(Ge) isotopes

Quantum com-
puters and relat-
ed components

Denmark √ √

Finland √ √ √ √

France √ √

Germany √ √ √

Italy √ √ √ √

Netherlands √ √ √ √

Slovenia √ √

Spain √

Source: table of the US license exception implemented export controls (LE IEC) modified 2 December 2024175 in relation to 
the BIS rule on “Implementation of Controls on Advanced Technologies Consistent With Controls Implemented by International 

Partners”176

Export control restrictions are also leading to increased tension and retaliation. For instance, in the growing tension 
for export control on semiconductors, in December 2024 and in February 2025 China retaliated by imposing addi-
tional export restrictions on critical materials (such as rare earth materials), in addition to germanium and gallium 

172	 Commerce Control List Additions and Revisions; Implementation of Controls on Advanced Technologies Consistent With Controls 
Implemented by International Partners, A Rule by the Industry and Security Bureau on 09/06/2024, available at: https://www.
federalregister.gov/documents/2024/09/06/2024-19633/commerce-control-list-additions-and-revisions-implementation-of-
controls-on-advanced-technologies

173	 US license exception implemented export controls (IEC) at https://www.bis.gov/iec

174	 Regulation (EU) 2021/821 of the European Parliament and of the Council of 20 May 2021 setting up a Union regime for the control of 
exports, brokering, technical assistance, transit and transfer of dual-use items, https://eur-lex.europa.eu/eli/reg/2021/821/oj/

175	 BIS, license exception implemented export controls (IEC) eligible items and destinations, dated 2/12/2024, accessible at: https://www.
bis.gov/iec

176	 US Federal Register, Commerce Control List Additions and Revisions; Implementation of Controls on Advanced Technologies 
Consistent With Controls Implemented by International Partners, dated 9/6/2024, accessible at: https://www.federalregister.
gov/documents/2024/09/06/2024-19633/commerce-control-list-additions-and-revisions-implementation-of-controls-on-
advanced-technologies

https://eur-lex.europa.eu/eli/reg/2021/821/oj/eng
https://www.federalregister.gov/documents/2024/09/06/2024-19633/commerce-control-list-additions-and-
https://www.federalregister.gov/documents/2024/09/06/2024-19633/commerce-control-list-additions-and-
https://www.federalregister.gov/documents/2024/09/06/2024-19633/commerce-control-list-additions-and-
https://www.bis.gov/iec
https://eur-lex.europa.eu/eli/reg/2021/821/oj/
https://www.bis.gov/iec
https://www.bis.gov/iec
https://www.federalregister.gov/documents/2024/09/06/2024-19633/commerce-control-list-additions-and-
https://www.federalregister.gov/documents/2024/09/06/2024-19633/commerce-control-list-additions-and-
https://www.federalregister.gov/documents/2024/09/06/2024-19633/commerce-control-list-additions-and-


https://www.csis.org/analysis/beyond-rare-earths-chinas-growing-threat-gallium-supply-chains
https://www.csis.org/analysis/beyond-rare-earths-chinas-growing-threat-gallium-supply-chains
https://www.iiss.org/online-analysis/charting-china/2025/02/chinas-use-of-export-controls/
https://qnami.ch/
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3116-2022-08-12-bis-press-release-wa-2021-1758-technologies-controls-rule/file
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3116-2022-08-12-bis-press-release-wa-2021-1758-technologies-controls-rule/file
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3116-2022-08-12-bis-press-release-wa-2021-1758-technologies-controls-rule/file
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3116-2022-08-12-bis-press-release-wa-2021-1758-technologies-controls-rule/file
https://www.federalregister.gov/documents/2022/08/15/2022-17125/implementation-of-certain-2021-wasse
https://www.federalregister.gov/documents/2022/08/15/2022-17125/implementation-of-certain-2021-wasse
https://www.digitimes.com/news/a20240816PD214/china-ic-manufacturing-materials-exports-production.html
https://www.digitimes.com/news/a20240816PD214/china-ic-manufacturing-materials-exports-production.html
https://www.chinadaily.com.cn/a/202501/21/WS678f0a43a310a2ab06ea845d.html
https://www.chinadaily.com.cn/a/202501/21/WS678f0a43a310a2ab06ea845d.html
https://diatope.com/
https://merics.org/en/report/chinas-long-view-quantum-tech-has-us-and-eu-playing-catch
https://merics.org/en/report/chinas-long-view-quantum-tech-has-us-and-eu-playing-catch
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5 Recommendations for key 
decisions to be taken
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For International Cooperation:

• Decide on the level of international cooperation needed to support the development of quantum technologies,
including cooperation on research and development, standards, and regulation, considering also the dual use of
quantum technologies.

• Determine the best approach for collaborating with international partners, including the development of joint
research programs and initiatives.

These key decisions for recommendations aim to provide a comprehensive framework for supporting the develop-
ment of quantum technologies in EU.



6 Conclusions 
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